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1 Introduction 
 
The WebReboot API will allow you to programmatically control your WebReboot 
product.  Everything you can do with the built-in WebReboot Web interface can be 
accomplished via the API, letting you completely integrate the WebReboot into your own 
software.  The purpose of this document is to introduce you to the API member classes 
and functions and provide illustrative examples of working with your WebReboot. 
 

2 Installation 
 
The WebReboot API is distributed in binary form as a JAR file.  This file must be added 
to your Java classpath in order for the API to work. 
 

3 Getting Started 
 
The WebReboot API consists of two classes: WebReboot and WebRebootException.  
The WebReboot class is the primary interface to the WebReboot product.  The 
WebRebootException is a domain-specific exception used to encapsulate any exceptional 
conditions your program may encounter while using the API. 
 
The WebRebootException class extends RuntimeException and thus is an unchecked 
exception.  That is to say, your code is not required to handle these exceptions but you 
are more than welcome to do so.  Every method in the WebReboot class has the ability to 
throw a WebRebootException.  The most common reasons such an exception will be 
thrown are network related.  For example, sending a command while not connected to the 
WebReboot will throw an exception.  It is thus important that you check the state of the 
WebReboot prior to invoking method calls and take care to make calls in the proper 
order, as described further in this document. 
 

3.1 Lifecycle 
 
Prior to performing any actions with the WebReboot, you are required to connect to the 
device and log on with a valid user account.  Once you have logged on with a user 
account, you can perform any actions that user has permissions to perform.  After two 
minutes of inactivity, the WebReboot will automatically log out.  However, if you are 
done with your WebReboot session, we recommend that you send an explicit logout 
command. 
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3.1.1 Connecting to the WebReboot 
 
Before you perform any operation on the WebReboot, you must first connect to it.  You 
may connect to the WebReboot using the connect  method, which has the following 
signature: 
 

public void connect(java.lang.String hostname, 
                    java.lang.String port, 
                    java.lang.String scheme) 

 
In order to establish a connection to the WebReboot, you can use the following code: 
 

WebReboot wr = new WebReboot(); 
wr.connect(“192.168.1.225”, “80”, “http”); 

 
Alternatively, you can use an actual host name as in: 
 

WebReboot wr = new WebReboot(); 
wr.connect(“webreboot.example.com”, “80”, “http”); 

 

3.1.2 Logging In 
 
Once a connection is established to the WebReboot, you will want to log into the device 
with one of the configured user accounts.  Very few methods will work when not logged 
into the WebReboot and those that do not will throw WebRebootExceptions.  The only 
methods guaranteed to work while not currently logged in are connect , disconnect , 
isConnected , isInUse , isLoggedIn , login , and logout  (will simply be a no-
op).  The login  method has the following signature: 
 

public void login(java.lang.String username, 
                  java.lang.String password) 

 
Logging into the WebReboot is a rather straightforward event, providing no other user is 
logged onto the WebReboot.  The following example makes use of the isInUse  method 
as a state checker prior to logging in, as described in detail in Section 3.2.1: 
 

WebReboot wr = new WebReboot(); 
wr.connect(“192.168.1.225”, “80”, “http”); 

 
if (wr.isInUse()) 
{ 
      System.err.println(“Sorry, the WebReboot is i n use.”); 
} 
else 
{ 
 wr.login(“admin”, “password”); 
} 
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3.1.3 Logging Out 
 
As long as you are using the WebReboot, no other user may log into the device.  Thus, 
the proper thing to do when you have completed your session with the WebReboot is to 
log out.  Failure to log out is not cataclysmic since the WebReboot will log all users out 
after two minutes of inactivity, but it may be an annoyance to other users.  You may log 
out of the WebReboot by calling the logout  method at any time.  The logout  method 
has the following signature: 
 

public void logout() 
 

3.2 Checking WebReboot State 
 
The WebReboot API provides several methods for checking the state of the WebReboot.  
These methods should be used fairly judiciously throughout your application in order to 
avoid error states.  For example, the isLoggedIn  method should be used to ensure that 
you are indeed logged into the WebReboot prior to performing an action on the 
WebReboot.  If you are not logged in and attempt to perform an action, you will cause a 
WebRebootException to be thrown.  You may opt to handle these exceptions instead, 
however. 
 

3.2.1 Is the WebReboot in Use? 
 
The WebReboot only allows a single user to log into the device at a time.  All login 
attempts made while another user is in control of the WebReboot will fail.  The 
isInUse  method may be used for detecting when a login may occur and has the 
following signature: 
 

public boolean isInUse() 
 
For an example of this method’s usage, please see the login example in Section 3.1.2. 

3.2.2 Is the User Logged In? 
 
An invalid login attempt is not an exceptional condition.  Therefore, in order to determine 
whether or not the user actually logged into the WebReboot, you must use the 
isLoggedIn  method, which has the following signature: 
 

public boolean isLoggedIn() 
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The isLoggedIn  method may be used to verify proper authentication with the server: 
 

WebReboot wr = new WebReboot(); 
wr.connect(“192.168.1.225”, “80”, “http”); 
 
while (!wr.isLoggedIn()) 
{ 
 promptForLogin(); 
 wr.login(getUsername(), getPassword()); 
} 

 
Additionally, the isLoggedIn  method may be used to ensure that commands are only 
sent to the WebReboot when a user is actually logged into the device.  Using a proactive 
approach such as this may reduce the number of WebRebootExceptions thrown from 
your application. 
 

if (wr.isLoggedIn()) 
{ 
 wr.reboot(“some_server_id”); 
} 

 
Unfortunately, the aforementioned process is a bit of an over-simplification.  The 
WebReboot will automatically log an idle user out after two minutes of inactivity.  Thus, 
there is the potential for a race condition where isLoggedIn  returns true  but the user 
is logged out before the command is actually sent to the WebReboot.  Using 
isLoggedIn  as a precautionary check, however, should handle the vast majority of 
cases. 
 

3.2.3 Is the User an Administrator? 
 
Some actions are only available to a WebReboot administrator.  It may be useful to tailor 
your application’s user interface to the type of user logged in.  This can be easily 
achieved with the isAdmin  method, which has the following signature: 
 

public boolean isAdmin() 
 
An example of its usage is: 
 

if (wr.isAdmin()) 
{ 
 showUserAdminMenu(); 
} 
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As with the isLoggedIn  method, the isAdmin  method may be used as a guard 
against invalid method calls: 
 

if (wr.isLoggedIn() && wr.isAdmin()) 
{ 
 wr.removeUser(“some_user_id”); 
} 

 

3.3 Unprivileged User Actions 
 
The WebReboot has two distinct types of users: the administrator and everyone else.  
Each WebReboot has a single administrator and up to eight other accounts.  Each of these 
eight accounts has the ability to perform certain localized operations, such as the ability 
to change its password or reboot a server assigned to it.  The actions that appear in this 
section are accessible to all users. 
 
WebReboot actions fall into two different categories: server actions and user actions.  
Server actions require a server identifier to operate on while user actions require a user 
identifier to operate on.  These IDs should always be requested from the WebReboot and 
not hard-coded into an application.  While the IDs are not going to change in a given 
version of the WebReboot firmware, they are not guaranteed to be the same for future 
versions. 

3.3.1 Getting the Current User Identifier 
 
The currently logged on user’s ID can be retrieved via the getUserID  method, which 
has the following signature: 
 

public java.lang.String getUserID() 
 
This ID will be necessary for nearly any other operation on the WebReboot. 
 
 

3.3.2 Getting a User’s Username 
 
It may be worthwhile to retrieve the username associated with the user ID.  This can be 
useful for your application’s user interface, for example.  The username can be retrieved 
via the getUserName  method, which has the following signature: 
 

public java.lang.String getUserName(java.lang.Strin g userID) 
 
 
Note that an administrator can retrieve the username for any user ID on the WebReboot 
while unprivileged users may only retrieve their own username.  The following example 
illustrates how this method may be used: 
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String userID = wr.getUserID(); 
String userName = wr.getUserName(userID); 
 
System.out.println(userName + “ is currently logged  on.”); 

 

3.3.3 Changing a User’s Password 
 
Users have the ability to change their own passwords.  This is accomplished via the 
changePassword  method, which has the following signature: 
 

public void changePassword(java.lang.String userID,  
                           java.lang.String passwor d) 

 
Note that an administrator can change the password for any user ID on the WebReboot 
while unprivileged users may only change their own password.  The following example 
illustrates how this method may be used: 
 

String userID = wr.getUserID(); 
 
wr.changePassword(userID, “new_password”); 

 

3.3.4 Getting Server IDs 
 
As all user actions require a user identifier, all server actions require a server identifier.  
The getServerIDs  method returns a list of IDs for servers for which the currently 
logged on user has permissions to reboot.  The getServerIDs  method has the 
following signature: 
 

public java.util.List getServerIDs(java.lang.String  userID) 
 
Please see the examples of server actions in Section 3.4 to better understand how this 
method may be used. 
 

3.3.5 Getting a Server’s Name 
 
Every server connected to the WebReboot can have a textual name associated with it.  
The purpose of the name is to convey some meaning for users responsible for that server.  
The name of a server can be retrieved via the getServerName  method, which has the 
following signature: 
 

public java.lang.String getServerName(java.lang.Str ing serverID) 
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The getServerName  method can be used to enhance your application’s user interface.  
The following example shows how all the servers the current user has permissions to 
reboot can be printed out to the console. 
 

String userID = wr.getUserID(); 
List serverIDs = wr.getServerIDs(userID); 
 
for (Iterator it = serverIDs.iterator(); it.hasNext ();) 
{ 
 String serverID = (String) it.next(); 
 
 System.out.println(wr.getServerName(serverID)); 
} 

 

3.4 Rebooting Servers 
 
The WebReboot supports two types of reboots for servers.  The first type works if the 
connected server has a reboot switch.  This is the traditional method for performing a 
reboot and satisfies the vast majority of rebooting use cases.  The second type of reboot 
operates by turning the computer off for several seconds and then turning it back on.  
This method of reboot is necessary if the connected server does not allow a reboot switch 
to be connected to the motherboard.  It should be noted that the power-on/power-off is 
performed via the power switch connector on a motherboard and thus will not cause 
potentially damaging power surges to the server. 
 
The WebReboot API has a set of methods for determining the reboot capabilities for a 
given server.  Likewise, it has a set of methods for performing the various types of 
reboots. 
 

3.4.1 Does the Server Use a Plain Reboot Method? 
 
In order to determine whether or not the server uses a traditional reboot via the reset 
switch pins on the motherboard, you may use the isPlainRebootable  method, 
which has the following signature: 
 

public boolean isPlainRebootable(java.lang.String s erverID) 
 
This method can be used to determine which type of reboot method to call.  Likewise, it 
may be used to tailor your application’s user interface.  For example: 
 

String userID = wr.getUserID(); 
List serverIDs = wr.getServerIDs(userID); 
 
for (Iterator it = serverIDs.iterator(); it.hasNext ();) 
{ 
 String serverID = (String) it.next(); 
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 if (wr.isPlainRebootable(serverID)) 
 { 
  String serverName = wr.getServerName(serverID); 
  System.out.println(“Can plain reboot: “+ serverNa me); 

} 
} 

 
 

3.4.2 Does the Server Use a Power Reboot Method? 
 
In order to determine whether or not the server uses a power reboot via the power switch 
pins on the motherboard, you may use the isPowerRebootable  method, which has 
the following signature: 
 

public boolean isPowerRebootable(java.lang.String s erverID) 
 
This method can be used to determine which type of reboot method to call.  Likewise, it 
may be used to tailor your application’s user interface.  For example: 
 

String userID = wr.getUserID(); 
List serverIDs = wr.getServerIDs(userID); 
 
for (Iterator it = serverIDs.iterator(); it.hasNext ();) 
{ 
 String serverID = (String) it.next(); 
 
 if (wr.isPowerRebootable(serverID)) 
 { 
  String serverName = wr.getServerName(serverID); 
  System.out.println(“Can power reboot: “+ serverNa me); 

} 
} 

 

3.4.3 Performing a Reboot 
 
As of version 2.x of the WebReboot, all servers connected to the WebReboot may be 
rebooted.  That is to say, it is not possible to specify that a server may only be powered 
off or powered on – it will always be rebootable as well.  The WebReboot will always 
perform the appropriate type of reboot for a given server when the reboot  method is 
called.  Therefore, it is not necessary to call the isPlainRebootable  or 
isPowerRebootable  methods before performing a reboot.  The return values of 
these methods will indicate which type of reboot is being performed, however.  If a 
server is configured to allow power-on/power-off, then that server will use the power 
reboot method.  Otherwise, the traditional reset switch method of reboot will be 
employed.  The reboot  method has the following signature: 
 

public void reboot(java.lang.String serverID) 
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As with all other server actions, the reboot action requires a server ID.  Please be careful 
that you supply the correct ID, lest you inadvertently reboot the wrong computer.  We 
recommend that your application’s user interface provides a confirmation prompt prior to 
calling the reboot  method.  For example: 
 

String serverID = getServerID(); 
String serverName = wr.getServerName(serverID); 
 
System.out.println(“You are about to reboot: “ + se rverName); 
boolean confirm = confirmAction(); 
 
if (true == confirm) 
{ 
 wr.reboot(serverID); 
} 

 

3.4.4 Power-on / Power-off a Server 
 
Servers that are configured to use the power reboot method may also be turned on and 
turned off via the WebReboot.  The togglePower  method is used to switch between 
the states.  The WebReboot is unable to determine whether or not the connected server is 
currently on or currently off; it simply changes the current power state to the opposite 
power state.  The isPowerRebootable  method should be called prior to calling the 
togglePower  method in order to prevent a WebRebootException from being thrown.  
The isPowerRebootable  method has the following signature: 
 

public boolean isPowerRebootable(java.lang.String s erverID) 
 
As with the reboot action, great care should be taken to ensure that the power toggle 
command is sent to the correct server.  We recommend that your application’s user 
interface provides a confirmation prompt prior to calling the togglePower  method.  
For example: 
 

String serverID = getServerID(); 
String serverName = wr.getServerName(serverID); 
 
if (wr.isPowerRebootable(serverID)) 
{ 

System.out.println(“You are about to toggle the pow er \ 
state of: “ + serverName); 
 
boolean confirm = confirmAction(); 

 
if (wr.isLoggedIn() && (true == confirm)) 
{ 

  wr.reboot(serverID); 
} 

} 
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3.5 Server Administration Actions 
 
The actions described in this section may only be performed by the WebReboot 
administrator.  The isAdmin  method may be used to tailor your application’s interface 
accordingly, as described in Section 3.2.3.  Likewise, the isAdmin  method may be used 
to prevent WebRebootExceptions due to unprivileged users executing administrative 
commands, also described in Section 3.2.3. 
 

3.5.1 Renaming a Server 
 
An administrator can change the textual name associated with a given server port.  This is 
the “set” action that corresponds to the “get” action described in Section 3.3.5.  The 
server name can be changed via the renameServer  method, which has the following 
signature: 
 

public void renameServer(java.lang.String serverID,  
                         java.lang.String newName) 

 
The method may be use in the following manner: 
 

String serverID = getServerID(); 
 
if (wr.isLoggedIn() && wr.isAdmin()) 
{ 
 wr.renameServer(serverID, “new_server_name”); 
} 

3.5.2 Setting a Server to Use a Plain Reboot Method  
 
By default, all the servers connected to a WebReboot are configured to use a plain reboot 
method.  If you change a server type to use a power reboot method and later wish to 
change it back to the default, you may do so with the setPlainRebootable  method, 
which has the following signature: 
 

public void setPlainRebootable(java.lang.String ser verID) 
 
In the event that the server is already configured as plain rebootable, this method is 
essentially a no-op.  Otherwise, the reboot type is changed to be a plain, reset switch pin 
reboot.  Please note that you will have to change the physical connection from the 
WebReboot to your motherboard to match the reboot type as well.  An example of the 
method’s usage follows: 
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String serverID = getServerID(); 
String serverName = wr.getServerName(serverID); 
 
if (!wr.isPlainRebootable(serverID)) 
{ 

System.out.println(“You are about to change to a pl ain \ 
reboot type for: “ + serverName); 

 
boolean confirm = confirmAction(); 

 
if (wr.isLoggedIn() && (true == confirm)) 
{ 

  wr.setPlainRebootable(serverID); 
} 

} 
 

3.5.3 Setting a Server to User a Power Reboot Metho d 
 
By default, all the servers connected to a WebReboot are configured to use a plain reboot 
method.  If you would like to change a particular server to reboot using the power reboot 
method, you may do so with the setPowerRebootable  method, which has the 
following signature: 
 

public void setPowerRebootable(java.lang.String ser verID) 
 
In the event that the server is already configured as power rebootable, this method is 
essentially a no-op.  Otherwise, the reboot type is changed to be a power reboot, which 
also allows the power state of the server to be toggled (see Section 3.4.4 for details).  
Please note that you will have to change the physical connection from the WebReboot to 
your motherboard to match the reboot type as well.  An example of the method’s usage 
follows: 
 

String serverID = getServerID(); 
String serverName = wr.getServerName(serverID); 
 
if (!wr.isPowerRebootable(serverID)) 
{ 

System.out.println(“You are about to change to a po wer \ 
reboot type for: “ + serverName); 

 
boolean confirm = confirmAction(); 

 
if (wr.isLoggedIn() && (true == confirm)) 
{ 

  wr.setPowerRebootable(serverID); 
} 

} 
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3.6 User Administration Actions 
 
The actions described in this section may only be performed by the WebReboot 
administrator.  The isAdmin  method may be used to tailor your application’s interface 
accordingly, as described in Section 3.2.3.  Likewise, the isAdmin  method may be used 
to prevent WebRebootExceptions due to unprivileged users executing administrative 
commands, also described in Section 3.2.3. 
 

3.6.1 Getting User IDs 
 
As described in Section 3.3, all user actions require a user ID.  Unprivileged users can 
only perform user actions on their own account and can retrieve their own user ID via the 
getUserID  method.  Administrators, on the other hand, can perform actions on any 
user and thus need a way of retrieving those user IDs.  They can do so with the 
getUserIDs  method, which has the following signature: 
 

public java.util.List getUserIDs() 
 
The following example will list all of the user accounts that exist on the WebReboot: 
 

if (wr.isAdmin()) 
{ 

List userIDs = wr.getUserIDs(); 
 

for (Iterator it = userIDs.iterator(); it.hasNext() ;) 
{ 

  String userID = (String) it.next(); 
  System.out.println(wr.getUserName(userID)); 

} 
} 

 
Please note that the list returned from getUserIDs  does not include the administrator’s 
user ID.  In order to retrieve the administrator’s user ID, use the getUserID  method. 

3.6.2 Adding a User 
 
The WebReboot allows up to eight non-administrator accounts.  By default, no user 
accounts exist on the WebReboot other than the administrator.  The administrator can add 
users with the addUser  method, which has the following signature: 
 

public void addUser(java.lang.String username, 
                    java.lang.String password, 
                    java.util.List serverIDs) 

 
The username  and password  parameters are quite straightforward.  The 
serverIDs  parameter indicates which servers the user has permission to reboot.  The 
list provided as an argument to the method call is precisely that which will be returned by 
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a getServerIDs  call for that user.  Please note that it is nonsensical to create a user 
that does not have permissions to reboot any servers, so if the list is empty, the method is 
treated as a no-op. 
 
Before attempting to add a user, it may be worthwhile to check how many users currently 
exist.  If you attempt to add a user when no more spaces are available, the method will 
effectively become a no-op. 
 
The following example illustrates these concepts: 
 

if (wr.isAdmin() && (wr.getUserIDs().size < 8)) 
{ 
 // Retrieve the full list of server IDs (the admin  has 

// permissions for all servers).  Then remove user 
// permissions for the third and sixth servers. 

  
List serverIDs = wr.getServerIDs(wr.getUserID()); 

 serverIDs.remove(2); 
 serverIDs.remove(5); 
 
 if (wr.isLoggedIn()) 
 { 
  wr.addUser(“new_username”, “new_password”, 

serverIDs); 
 } 
} 

 

3.6.3 Removing a User 
 
If you would like to permanently remove an existing user account from the WebReboot, 
you can do so with the removeUser  method, which has the following signature: 
 

public void removeUser(java.lang.String userID) 
 
Only user IDs returned via the getUserIDs  method are valid arguments to the 
removeUser  method.  Attempting to use any other user ID, particularly the 
administrator’s, will cause a WebRebootException to be thrown.  As with other cases of 
potentially destructive operations, we recommend that your application’s user interface 
provides a confirmation prompt prior to calling the removeUser  method.  The 
following example shows how the method may be used. 
 

String userID = promptForUserID(); 
String username = wr.getUserName(userID); 
 
if (wr.isAdmin()) 
{ 

System.out.println(“You are about to change to remo ve \ 
user account: “ + userName); 

 
boolean confirm = confirmAction(); 
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if (wr.isLoggedIn() && (true == confirm)) 
{ 

  wr.removeUser(userID); 
} 

} 

3.6.4 Renaming a User 
 
In addition to adding and removing users, the administrator has the ability to rename user 
accounts.  This feature is most useful for renaming the administrator account itself.  The 
renameUser  method can be used to rename existing accounts and has the following 
signature: 
 

public void renameUser(java.lang.String userID, 
                       java.lang.String newName, 
                       java.lang.String newPassword ) 

 
The user ID supplied must be of an existing account, otherwise a WebRebootException 
will be thrown.  Unfortunately, when renaming a user account, a new password must also 
be supplied.  For backwards compatibility reasons this oddity cannot be addressed in the 
API for the WebReboot 2.x.  As such, the utility of the method is slightly diminished.  
We recommend that if you rename a regular user account that you give the user a default 
password that they can then use to log onto with the WebReboot and change to 
something more secure. 
 
The renameUser  method may be used to change the name of the administrator account 
like so: 
 

String newUsername = getNewName(); 
String newPassword = getNewPassword(); 
 
if (wr.isLoggedIn() && wr.isAdmin()) 
{ 
 wr.renameUser(wr.getUserID(), newUsername, newPass word); 
} 

3.6.5 Changing a User’s Permissions 
 
The most likely modification to be made to a user account by an administrator is 
changing the servers for which that user has reboot permissions.  The 
changePermissons  method is used to modify the user in such a manner and has the 
following signature: 
 

public void changePermissions(java.lang.String user ID, 
                              java.util.List server IDs) 
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The list of server IDs supplied to the method is of the same form as that supplied to the 
addUser  method, detailed in Section 3.6.2.  Please note that as with addUser , 
changing the user so that it has no reboot permissions is nonsensical and thus an empty 
list will be treated as a no-op.  If you would like to revoke all reboot permissions from the 
user, simply remove the user’s account. 
 
The following trivial example shows how reboot permissions can be revoked for the first 
server the user has permissions for: 
 

if (wr.isAdmin()) 
{ 

String userID = promptForUserID(); 
List serverIDs = wr.getServerIDs(userID); 

 
serverIDs.remove(0); 

 
if (wr.isLoggedIn()) 
{ 

  wr.changePermissions(userID, serverIDs); 
} 

} 
 

3.7 Changing the WebReboot IP Address 
 
The WebReboot listens to every port on the IP address assigned to it.  It is expected that 
if security is a concern that the WebReboot is placed behind a port-forwarding firewall.  
Additionally, due to the nature of the WebReboot, you must only configure the IP address 
in order for it to work with your network (i.e., there is no need to set a netmask, router IP 
address, DNS IP address, etc.).  The IPv4 address of the WebReboot (IPv6 is not 
supported) can be changed via the changeIP  method, which has the following 
signature: 
 

public void changeIP(java.lang.String newIP) 
 
Note that after changing the IP address of the WebReboot, the current connection will 
become invalid.  If you would like to perform other operations on the WebReboot, you 
will be required to connect and login again.  There is no need to perform a logout action 
as you will be logged out automatically. 
 
Although the newIP  parameter is a String, it must conform to the quad dotted octets 
form of IPv4 addresses.  Providing an address of the incorrect form will cause a 
WebRebootException to be thrown. 
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The following example shows how the WebReboot may be configured for an internal 
network.  Only administrators may change the IP address of the WebReboot: 
 

WebReboot wr  = new WebReboot(); 
wr.connect(“192.168.1.225”, “80”, “http”); 
wr.login(“admin”, “password”); 
 
if (wr.isLoggedIn() && wr.isAdmin()) 
{ 
 wr.changeIP(“10.8.0.100”); 
} 


