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1 Introduction

The WebReboot API will allow you to programmatigatontrol your WebReboot
product. Everything you can do with the built-ireBWReboot Web interface can be
accomplished via the API, letting you completeliegrate the WebReboot into your own
software. The purpose of this document is to thice you to the APl member classes
and functions and provide illustrative examplesvofking with your WebReboot.

2 Changes since WebReboot API for Java 1.0

Great care has been taken to ensure compatibéityden the 1.0 and 1.1 versions of the
WebReboot API for Java. However, due to fundamefmanges with the WebReboot
made in the WebReboot 3.0, some compromises hael hoade. Rest assured, if you are
a WebReboot 2.x user, your code will still work pedy with the 1.1 release of the API.
However, that same code may need some modificatiorder to work as intended with
the WebReboot 3.x.

2.1 Deprecated Methods

Several methods were deprecated in the WebRebddbAPava as a result of
addressing new features offered in the WebRebawwell as general API
improvements. The following list details the ratdde and impact of these deprecations.

2.1.1 reboot()

As of the 1.1 release of the WebReboot API for Jiwareboot method has been
deprecated in favor of separagi@inReboot  andpowerReboot methods. With the
2.x series of WebReboots, each port could be cordiyfor either a plain reboot or a
power reboot, but not both. In this environmergirgle reboot method could be used
that would perform the proper type of reboot bageah the port’s configuration.
Starting with the WebReboot 3.0, however, each pmay be configured for plain reboot,
power reboot, or both types. In this environm#érgre is no way to disambiguate which
type of reboot to perform with a single, paramet&simethod call. For this reason, we
have decided to forego the akeboot method in favor of new, explicit method calls.

Despite being deprecated, ttedoot method will continue to work for those using the
WebReboot 2.x. While the method can be called witiebReboot 3.x, it will always
perform a plain reboot. Thus, older code writtenthe WebReboot 2.x will run with a
WebReboot 3.x, but with perhaps unintended resuttshould be noted that the new
plainReboot  andpowerReboot methods work on all WebReboot models.
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2.1.2 togglePower()

As of the 1.1 release of the WebReboot API for JthetogglePower method has

been deprecated in favor of sepafaieverOff andpowerOn methods. Prior to the

3.1 version of the WebReboot, the same method sed ior powering off and powering
on a server. Unfortunately, some servers exhilptetllems when using this method for
powering on a server. As such, the WebRebootrtéduced a brand new command
that addresses the problem of powering on a se®igice the WebReboot does not know
the current power state of a connected servemuidvnot be able to determine which
operation to perform whentagglePower is issued. Having separate power-off and
power-on commands will allow you to execute theppranethod based on
environmental knowledge.

Despite being deprecated, tiogglePower method will continue to work for those
using older WebReboots. Thus, older code writtgritfese versions of the WebReboot
will run with a WebReboot 3.1 or later. In all eagogglePower is now equivalent

to powerOff . It should be noted that the npawerOff andpowerOn methods

work on all WebReboot models. For pre-3.1 versimithie WebReboofjowerOn

works identically tqgpowerOff , while 3.1 or later versions take advantage ofnthe
power-on command.

2.2 New Methods

Several new methods were added to the WebReboofoAB&va as a result of adding
compatibility for the WebReboot 3.0 as well as gahAPIl improvements. The
following list briefly highlights these additions.

2.2.1 plainReboot()

As noted in Section 2.1.1, tikainReboot  method has been added as an
unambiguous alternative to the sgboot method. This new method will work with
all versions of the WebReboot and is discusseaifaildn Section 4.4.3.

2.2.2 powerOff()

As noted in Section 2.1.2, tipewerOff method has been added as an unambiguous
alternative to the oltbgglePower method. This new method will work with all
versions of the WebReboot and is discussed inldet&ection 4.4.5.
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2.2.3 powerOn()

As noted in Section 2.1.2, tipewerOn method has been added as an unambiguous
alternative to the oltbgglePower method. This new method will work with all
versions of the WebReboot and is discussed inldet&ection 4.4.6.

2.2.4 powerReboot()

As noted in Section 2.1.1, tipewerReboot method has been added as an
unambiguous alternative to the sgboot method. This new method will work with
all versions of the WebReboot and is discusseeiaildn Section 4.4.4.

2.2.5 setPlainAndPowerRebootable()

Starting with the WebReboot 3.0, ports may be gaméd as both plain and power
rebootable. In order to support that configuratitie setPlainAndPowerRebootable
method has been added. More details on the methisdge may be found in Section
4.5.4.

NB: This method will not work on WebReboot 2.x dexs.

3 Installation

The WebReboot API is distributed in binary formea3AR file. This file must be added
to your Java classpath in order for the API to work

4 Getting Started

The WebReboot API consists of two classes: WebRedmb \WebRebootException.

The WebReboot class is the primary interface toMedReboot product. The
WebRebootException is a domain-specific exceptmedito encapsulate any exceptional
conditions your program may encounter while ushegAPI.

The WebRebootException class extends RuntimebExaeptid thus is an unchecked
exception. That is to say, your code is not rexfito handle these exceptions but you
are more than welcome to do so. Every methoddan¥lebReboot class has the ability to
throw a WebRebootException. The most common resasoch an exception will be
thrown are network related. For example, sendiogramand while not connected to the
WebReboot will throw an exception. It is thus imjpat that you check the state of the
WebReboot prior to invoking method calls and ta&eedo make calls in the proper
order, as described further in this document.
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4.1 Lifecycle

Prior to performing any actions with the WebRebgot) are required to connect to the
device and log on with a valid user account. Oymehave logged on with a user
account, you can perform any actions that usepkasissions to perform. After two
minutes of inactivity, the WebReboot will automatlg log out. However, if you are
done with your WebReboot session, we recommendythasend an explicit logout
command.

4.1.1 Connecting to the WebReboot

Before you perform any operation on the WebRehamt,must first connect to it. You
may connect to the WebReboot using¢banect method, which has the following
signature:

public void connect(java.lang.String hostname,
java.lang.String port,
java.lang.String scheme)

In order to establish a connection to the WebRebaat can use the following code:

WebReboot wr = new WebReboot();
wr.connect(*192.168.1.225", “80", “http”);

Alternatively, you can use an actual host name@as i

WebReboot wr = new WebReboot();
wr.connect(“webreboot.example.com”, “80", “http”);

4.1.2 Logging In

Once a connection is established to the WebRekootwill want to log into the device
with one of the configured user accounts. Very fegthods will work when not logged
into the WebReboot and those that do not will thiwebRebootExceptions. The only
methods guaranteed to work while not currently &mymn areconnect , disconnect
isConnected ,islnUse ,isLoggedin ,login , andlogout (will simply be a no-
op). Thelogin  method has the following signature:

public void login(java.lang.String username,
java.lang.String password)

Logging into the WebReboot is a rather straightEmdvevent, providing no other user is
logged onto the WebReboot. The following exampékes use of thsinUse method
as a state checker prior to logging in, as desgribeletail in Section 4.2.1:
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WebReboot wr = new WebReboot();
wr.connect(*192.168.1.225", “80", “http”);

if (wr.isInUse())
{

System.err.printin(“Sorry, the WebReboot is i n use.”);

}

else

wr.login(“admin”, “password”);

4.1.3 Logging Out

As long as you are using the WebReboot, no othermsy log into the device. Thus,
the proper thing to do when you have completed gession with the WebReboot is to
log out. Failure to log out is not cataclysmiccarnthe WebReboot will log all users out
after two minutes of inactivity, but it may be amayance to other users. You may log
out of the WebReboot by calling thegout method at any time. THegout method
has the following signature:

public void logout()

4.2 Checking WebReboot State

The WebReboot API provides several methods forldhgahe state of the WebReboot.
These methods should be used fairly judiciouslgughout your application in order to
avoid error states. For example, ibleoggedin  method should be used to ensure that
you are indeed logged into the WebReboot priortdgoming an action on the
WebReboot. If you are not logged in and attemptebdorm an action, you will cause a
WebRebootException to be thrown. You may opt todiethese exceptions instead,
however.

4.2.1 Isthe WebReboot in Use?

The WebReboot only allows a single user to log theodevice at a time. All login
attempts made while another user is in controhefWebReboot will fail. The
isinUse method may be used for detecting when a login atayr and has the
following signature:

public boolean isinUse()

For an example of this method’s usage, pleasehssledgin example in Section 4.1.2.
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4.2.2 Is the User Logged In?

An invalid login attempt is not an exceptional citiweh. Therefore, in order to determine
whether or not the user actually logged into theoR&boot, you must use the
isLoggedin  method, which has the following signature:

public boolean isLoggedIn()

TheisLoggedin  method may be used to verify proper authenticatith the server:

WebReboot wr = new WebReboot();
wr.connect(*192.168.1.225", “80", “http”);

while ('wr.isLoggedin())

{
promptForLogin();
wr.login(getUsername(), getPassword());

Additionally, theisLoggedin  method may be used to ensure that commands are onl
sent to the WebReboot when a user is actually kgge the device. Using a proactive
approach such as this may reduce the number of \AkaiRExceptions thrown from

your application.

if (wr.isLoggedin())
{

wr.reboot(“some_server_id");

}

Unfortunately, the aforementioned process is aféin over-simplification. The
WebReboot will automatically log an idle user ofteatwo minutes of inactivity. Thus,
there is the potential for a race condition whst®ggedin returnstrue but the user
is logged out before the command is actually setité WebReboot. Using
isLoggedIn as a precautionary check, however, should hahdlgast majority of
cases.

4.2.3 Is the User an Administrator?

Some actions are only available to a WebRebootmidtrator. It may be useful to tailor
your application’s user interface to the type afrusgged in. This can be easily
achieved with thesAdmin method, which has the following signature:

public boolean isAdmin()
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An example of its usage is:
if (wr.isAdmin())
{

showUserAdminMenu();

}

As with theisLoggedin  method, thesAdmin method may be used as a guard
against invalid method calls:

if (wr.isLoggedIn() && wr.isAdmin())
{

wr.removeUser(“some_user_id");

4.3 Unprivileged User Actions

The WebReboot has two distinct types of usersatiministrator and everyone else.
Each WebReboot has a single administrator and efgtd other accounts. Each of these
eight accounts has the ability to perform certacalized operations, such as the ability
to change its password or reboot a server assigniéd The actions that appear in this
section are accessible to all users.

WebReboot actions fall into two different categerigerver actions and user actions.
Server actions require a server identifier to ofgeom while user actions require a user
identifier to operate on. These IDs should alwagsequested from the WebReboot and
not hard-coded into an application. While the #ds not going to change in a given
version of the WebReboot firmware, they are notrguoieed to be the same for future
versions.

4.3.1 Getting the Current User Identifier

The currently logged on user’s ID can be retrieviadthegetUserID method, which
has the following signature:

public java.lang.String getUserID()

This ID will be necessary for nearly any other @ien on the WebReboot.

4.3.2 Getting a User's Username

It may be worthwhile to retrieve the username assed with the user ID. This can be
useful for your application’s user interface, faample. The username can be retrieved
via thegetUserName method, which has the following signature:
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public java.lang.String getUserName(java.lang.Strin g userID)

Note that an administrator can retrieve the useenfomany user ID on the WebReboot
while unprivileged users may only retrieve theimouwsername. The following example
illustrates how this method may be used:

String userID = wr.getUserID();
String userName = wr.getUserName(userliD);

System.out.printin(userName + “ is currently logged on.”);

4.3.3 Changing a User’s Password

Users have the ability to change their own passsvofidis is accomplished via the
changePassword method, which has the following signature:

public void changePassword(java.lang.String userID,
java.lang.String passwor d)

Note that an administrator can change the passtwoahy user ID on the WebReboot
while unprivileged users may only change their gassword. The following example
illustrates how this method may be used:

String userID = wr.getUserID();

wr.changePassword(userID, “new_password”);

4.3.4 Getting Server IDs

As all user actions require a user identifiersallver actions require a server identifier.
ThegetServerIDs  method returns a list of IDs for servers for whilch currently
logged on user has permissions to reboot. getServerIDs  method has the
following signature:

public java.util.List getServerIDs(java.lang.String userID)

Please see the examples of server actions in 8etdao better understand how this
method may be used.

4.3.5 Getting a Server's Name

Every server connected to the WebReboot can héexwal name associated with it.
The purpose of the name is to convey some meanimgsers responsible for that server.
The name of a server can be retrieved vigggt&erverName method, which has the
following signature:
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public java.lang.String getServerName(java.lang.Str ing serverID)

ThegetServerName method can be used to enhance your applicati@@siaterface.
The following example shows how all the serversdinmgent user has permissions to
reboot can be printed out to the console.

String userID = wr.getUserID();
List serverIDs = wr.getServerIDs(userID);

for (Iterator it = serverlDs.iterator(); it.hasNext 0,

{
String serverID = (String) it.next();

System.out.printin(wr.getServerName(serveriD));

4.4 Rebooting Servers

The WebReboot supports two types of reboots faressr The first type works if the
connected server has a reboot switch. This igréltitional method for performing a
reboot and satisfies the vast majority of rebootiag cases. The second type of reboot
operates by turning the computer off for severabads and then turning it back on.
This method of reboot is necessary if the connesteder does not allow a reboot switch
to be connected to the motherboard. It shoulddtedtthat the power-on/power-off is
performed via the power switch connector on a nrbiberd and thus will not cause
potentially damaging power surges to the server.

The WebReboot API has a set of methods for deténgnithe reboot capabilities for a

given server. Likewise, it has a set of methodg&forming the various types of
reboots.

4.4.1 Does the Server Use a Plain Reboot Method?

In order to determine whether or not the serves asiaditional reboot via the reset
switch pins on the motherboard, you may usdagR&inRebootable method,
which has the following signature:

public boolean isPlainRebootable(java.lang.String s erverlD)

This method can be used to determine which typelodot method to call. Likewise, it
may be used to tailor your application’s user ifseg. For example:
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String userID = wr.getUserID();
List serverIDs = wr.getServerIDs(userID);

for (Iterator it = serverlDs.iterator(); it.hasNext 0,

{
String serverID = (String) it.next();

if (wr.isPlainRebootable(serverlD))

{

String serverName = wr.getServerName(serverlD);
System.out.printin(“Can plain reboot: “+ serverNa me);

4.4.2 Does the Server Use a Power Reboot Method?

In order to determine whether or not the serves aspower reboot via the power switch
pins on the motherboard, you may useisikowerRebootable method, which has
the following signature:

public boolean isPowerRebootable(java.lang.String s erveriD)

This method can be used to determine which typelodot method to call. Likewise, it
may be used to tailor your application’s user if@ee. For example:

String userID = wr.getUserID();
List serverIDs = wr.getServerIDs(userID);

for (Iterator it = serverlDs.iterator(); it.hasNext 0,

{
String serverID = (String) it.next();

if (wr.isPowerRebootable(serverID))

{

String serverName = wr.getServerName(serveriD);
System.out.printin(“Can power reboot/toggle: “
+ serverName);

4.4.3 Performing a Plain Reboot

In order for a server to be rebooted via a plaoot method, it must be both configured
as such in the WebReboot and connected propethetdVebReboot. You should check
whether the port is configured for a plain rebogihg theisPlainRebootable

method, as described in Section 4.4.1. If the igazbnfigured for a plain reboot, you
may perform the reboot using thminReboot  method, which has the following
signature:
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public void plainReboot(java.lang.String serverID)

Calling this method on a port not configured asmiabootable will result in a thrown
WebRebootException. As with all other server awidhe plain reboot action requires a
server ID. Please be careful that you supply treect ID, lest you inadvertently reboot
the wrong computer. We recommend that your apybics user interface provides a
confirmation prompt prior to calling th@ainReboot = method. For example:

String serverID = getServerID();

if (wr.isPlainRebootable(serverID))

{

String serverName = wr.getServerName(serverlD);

System.out.printin(*You are about to plain reboot:
+ serverName);

boolean confirm = confirmAction();

if (true == confirm)

{
}

wr.plainReboot(serverlD);

4.4.4 Performing a Power Reboot

In order for a server to be rebooted via a poweooe method, it must be both configured
as such in the WebReboot and connected propethet@/ebReboot. You should check
whether the port is configured for a power rebahg theisPowerRebootable

method, as described in Section 4.4.2. If the igaronfigured for a power reboot, you
may perform the reboot using thewerReboot method, which has the following
signature:

public void powerReboot(java.lang.String serverlD)

Calling this method on a port not configured as pomebootable will result in a thrown
WebRebootException. As with all other server atidhe power reboot action requires
a server ID. Please be careful that you supplgtinect ID, lest you inadvertently
reboot the wrong computer. We recommend that gpplication’s user interface
provides a confirmation prompt prior to calling fh@verReboot method. For
example:
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String serverID = getServerID();

if (wr.isPowerRebootable(serverID))

{

String serverName = wr.getServerName(serverlD);

System.out.printin(*You are about to power reboot: “
+ serverName);

boolean confirm = confirmAction();

if (true == confirm)

{
}

wr.powerReboot(serverID);

4.4.5 Power-off a Server

Servers that are configured to use the power reinethod may also be turned on and
turned off via the WebReboot. ThewerOff method is used to turn a server off.
Please note that the WebReboot is unable to deterwinether or not the connected
server is currently on or currently off; it sim@gnds a power-off command to the server
by holding the power switch pins for four seconds.

As with the reboot actions, great care should kertdao ensure that the power-off
command is sent to the correct server. We recordrtieat your application’s user
interface provides a confirmation prompt prior &dling thepowerOff method.
Likewise, you should verify that the port suppgrtsver toggling before calling the
method on the server. For example:

String serverID = getServerID();
String serverName = wr.getServerName(serverlD);

if (wr.isPowerRebootable(serverID))

{
System.out.printin(*You are about to power-off: “
+ serverName);
/I Prompt user for confirmation of power-off action
boolean confirm = confirmAction();
if (wr.isLoggedin() && (true == confirm))
{
wr.powerOff(serverlD);
}
}
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4.46 Power-on a Server

Servers that are configured to use the power refetitod may also be turned on and
turned off via the WebReboot. TpewerOn method is used to turn a server on. Please
note that the WebReboot is unable to determinehehnetr not the connected server is
currently on or currently off; it simply sends ay®r-on command to the server.

As with the reboot actions, great care should kertdo ensure that the power-on
command is sent to the correct server. We recordrtiet your application’s user
interface provides a confirmation prompt prior &dling thepowerOn method.
Likewise, you should verify that the port suppgutsver toggling before calling the
method on the server. For example:

String serverID = getServerID();
String serverName = wr.getServerName(serverlD);

if (wr.isPowerRebootable(serverID))

{

System.out.printin(*You are about to power-on: “
+ serverName);

/I Prompt user for confirmation of power-on action.
boolean confirm = confirmAction();

if (wr.isLoggedin() && (true == confirm))
{

wr.powerOn(serverlD);

4.5 Server Administration Actions

The actions described in this section may onlydréopmed by the WebReboot
administrator. ThesAdmin method may be used to tailor your applicationtsriface
accordingly, as described in Section 4.2.3. LilsythdsAdmin method may be used
to prevent WebRebootExceptions due to unprivilegeets executing administrative
commands, also described in Section 4.2.3.

4.5.1 Renaming a Server

An administrator can change the textual name aatautivith a given server port. This is
the “set” action that corresponds to the “get” @ctilescribed in Section 4.3.5. The
server name can be changed viardremeServer method, which has the following
signature:
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public void renameServer(java.lang.String serverlD,
java.lang.String newName)

The method may be use in the following manner:

String serverID = getServerID();
if (wr.isLoggedin() && wr.isAdmin())
{

wr.renameServer(serverlD, “new_server_name”);

}

4.5.2 Setting a Server to Use a Plain Reboot Method

By default, all servers connected to a WebRebooa& configured to use a plain reboot
method, while all servers connected to a WebReBowtire configured to use both plain
and power reboot methods. If you change a seypertb use a power reboot method
and later wish to change it back to the defaulty y@y do so with the
setPlainRebootable method, which has the following signature:

public void setPlainRebootable(java.lang.String ser verlD)

In the event that the server is already config@eglain rebootable, this method is
essentially a no-op. Otherwise, the reboot typshénged to be a plain, reset switch pin
reboot. Please note that you will have to chahgethysical connection from the
WebReboot to your motherboard to match the rebgat &s well. An example of the
method’s usage follows:

String serverID = getServerID();
String serverName = wr.getServerName(serverlD);

if ('wr.isPlainRebootable(serverID))

{

System.out.printin(*You are about to change to a pl ain\
reboot type for: “ + serverName);

boolean confirm = confirmAction();
if (wr.isLoggedIn() && (true == confirm))
{

wr.setPlainRebootable(serverID);

4.5.3 Setting a Server to User a Power Reboot Metho d

By default, all servers connected to a WebRebooat: configured to use a plain reboot
method, while all servers connected to a WebReBoadire configured to use both plain
and power reboot methods. If you would like toradaa particular server to reboot
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using the power reboot method, you may do so igsétPowerRebootable
method, which has the following signature:

public void setPowerRebootable(java.lang.String ser verlD)

In the event that the server is already config@gg@ower rebootable, this method is
essentially a no-op. Otherwise, the reboot typsnéanged to be a power reboot, which
also allows the power state of the server to bglemb(see Section 4.4.3 for details).
Please note that you will have to change the phisannection from the WebReboot to
your motherboard to match the reboot type as watl.example of the method’s usage
follows:

String serverID = getServerID();
String serverName = wr.getServerName(serverlD);

if ('wr.isPowerRebootable(serverID))

{

System.out.printin(*You are about to change to a po wer \
reboot type for: “ + serverName);

boolean confirm = confirmAction();
if (wr.isLoggedin() && (true == confirm))
{

wr.setPowerRebootable(serverID);

4.5.4 Setting a Server to Use Both Plain and Power  Reboot Methods

NB: This method will not work on WebReboot 2.x dess.

Starting with the WebReboot 3.0, the WebReboot sugport both plain and power
reboot configurations for a single port. By defaall servers connected to a WebReboot
3.x are configured to use both reboot methods. é¥ew you may change the
configuration to be either plain reboot only or msweboot only using the
setPlainRebootable andsetPowerRebootable  as described in Sections 4.5.2
& 4.5.3, respectively. If at some point you decyde wish to make a port rebootable via
both methods again, you may do so withgb&PlainAndPowerRebootable

method, which has the following signature:

public void setPlainAndPowerRebootable(java.lang.St ring serverliD)

In the event that the server is already config@®doth plain and power rebootable, this
method is essentially a no-op. Otherwise, theaebge is changed accordingly. Please
note that you will have to change the physical emtion from the WebReboot to your
motherboard to match the reboot types as well.eXample of the method’s usage
follows:
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String serverID = getServerID();
String serverName = wr.getServerName(serverlD);

if ('wr.isPlainRebootable(serverID) ||
lwr.isPowerRebootable(serverID)

{
System.out.printin(*You are about to change to a po wer \
reboot type for: “ + serverName);
boolean confirm = confirmAction();
if (wr.isLoggedin() && (true == confirm))
{

wr.setPlainAndPowerRebootable(serverID);

}

}

As illustrated in the example, a Boolean combimatbtheisPlainRebootable and

isPowerRebootable can be used to indicate whether a given portndigared as
both plain and power rebootable.

4.6 User Administration Actions

The actions described in this section may onlydréopmed by the WebReboot
administrator. ThesAdmin method may be used to tailor your applicationtsriface
accordingly, as described in Section 4.2.3. LilsmythasAdmin method may be used
to prevent WebRebootExceptions due to unprivilegsets executing administrative
commands, also described in Section 4.2.3.

4.6.1 Getting User IDs

As described in Section 4.3, all user actions megaiuser ID. Unprivileged users can
only perform user actions on their own account @anaretrieve their own user ID via the
getUserID method. Administrators, on the other hand, cafop@ actions on any
user and thus need a way of retrieving those B%r They can do so with the
getUserIDs method, which has the following signature:

public java.util.List getUserIDs()

The following example will list all of the user ammts that exist on the WebReboot:
if (wr.isAdmin())
{ List userIDs = wr.getUserIDs();
for (Iterator it = userlIDs.iterator(); it.hasNext() )

{
String userID = (String) it.next();

System.out.printin(wr.getUserName(useriD));
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}

Please note that the list returned frgetUserIDs  does not include the administrator’s
user ID. In order to retrieve the administratarser ID, use thgetUserID method.

4.6.2 Adding a User

The WebReboot allows up to eight non-administratmounts. By default, no user
accounts exist on the WebReboot other than therastimrator. The administrator can add
users with theddUser method, which has the following signature:

public void addUser(java.lang.String username,
java.lang.String password,
java.util.List serverIDs)

Theusername andpassword parameters are quite straightforward. The

serverlDs parameter indicates which servers the user hasigsgon to reboot. The
list provided as an argument to the method cadtesisely that which will be returned by
agetServerIDs  call for that user. Please note that it is nosmahto create a user
that does not have permissions to reboot any serselif the list is empty, the method is
treated as a no-op.

Before attempting to add a user, it may be worthevioi check how many users currently
exist. If you attempt to add a user when no mpeess are available, the method will
effectively become a no-op.

The following example illustrates these concepts:

if (wr.isAdmin() && (wr.getUserlIDs().size < 8))
{

/I Retrieve the full list of server IDs (the admin has
/I permissions for all servers). Then remove user
/I permissions for the third and sixth servers.

List serverIDs = wr.getServerIDs(wr.getUserID());
serverlDs.remove(2);
serverlDs.remove(5);

if (wr.isLoggedIn())
{

wr.addUser(“new_username”,
serverlDs);

new_password”,
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4.6.3 Removing a User

If you would like to permanently remove an existiuggr account from the WebReboot,
you can do so with theemoveUser method, which has the following signature:

public void removeUser(java.lang.String userID)

Only user IDs returned via tlyetUserlDs  method are valid arguments to the
removeUser method. Attempting to use any other user ID,ipaldrly the
administrator’s, will cause a WebRebootExceptiobédhrown. As with other cases of
potentially destructive operations, we recommerad ylour application’s user interface
provides a confirmation prompt prior to calling tteenoveUser method. The
following example shows how the method may be used.

String userID = promptForUserID();
String username = wr.getUserName(userID);

if (wr.isAdmin())
{

System.out.printin(*You are about to change to remo ve\
user account: “ + userName);

boolean confirm = confirmAction();
if (wr.isLoggedin() && (true == confirm))
{

wr.removeUser(userliD);

4.6.4 Renaming a User

In addition to adding and removing users, the adstrator has the ability to rename user
accounts. This feature is most useful for renantiegadministrator account itself. The
renameUser method can be used to rename existing accountiamthe following
signature:

public void renameUser(java.lang.String useriD,
java.lang.String newName,
java.lang.String newPassword )

The user ID supplied must be of an existing accathierwise a WebRebootException
will be thrown. Unfortunately, when renaming amuaecount, a new password must also
be supplied. For backwards compatibility reastis @addity cannot be addressed in the
API for the WebReboot 2.x. As such, the utilitytké method is slightly diminished.

We recommend that if you rename a regular useruatdbat you give the user a default
password that they can then use to log onto wehMebReboot and change to
something more secure.
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TherenameUser method may be used to change the name of the adrator account
like so:

String newUsername = getNewName();
String newPassword = getNewPassword();

if (wr.isLoggedIn() && wr.isAdmin())
{

wr.renameUser(wr.getUserID(), newUsername, newPass word);

}

4.6.5 Changing a User’s Permissions

The most likely modification to be made to a ussroaint by an administrator is
changing the servers for which that user has repeanissions. The
changePermissons method is used to modify the user in such a maaneras the
following signature:

public void changePermissions(java.lang.String user ID,
java.util.List server IDs)

The list of server IDs supplied to the method ishef same form as that supplied to the
addUser method, detailed in Section 4.6.2. Please nateah withaddUser |,

changing the user so that it has no reboot peromsss nonsensical and thus an empty
list will be treated as a no-op. If you would liteerevoke all reboot permissions from the
user, simply remove the user’s account.

The following trivial example shows how reboot pessions can be revoked for the first
server the user has permissions for:

if (wr.isAdmin())
{

String userID = promptForUserID();
List serverIDs = wr.getServerIDs(userID);

serverlDs.remove(0);
if (wr.isLoggedIn())
{

wr.changePermissions(userlD, serverIDs);

4.7 Changing the WebReboot IP Address

The WebReboot listens to every port on the IP a$dassigned to it. It is expected that
if security is a concern that the WebReboot isgdidoehind a port-forwarding firewall.
Additionally, due to the nature of the WebReboot ynust only configure the IP address
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in order for it to work with your network (i.e.,ehe is no need to set a netmask, router IP
address, DNS IP address, etc.). The IPv4 addfdébe WVebReboot (IPv6 is not
supported) can be changed via thangelP method, which has the following
signature:

public void changelP(java.lang.String newlIP)

Note that after changing the IP address of the VébbRBt, the current connection will
become invalid. If you would like to perform othmrerations on the WebReboot, you
will be required to connect and login again. Thisreo need to perform a logout action
as you will be logged out automatically.

Although thenewlP parameter is a String, it must conform to the quaitied octets
form of IPv4 addresses. Providing an addressedfrtborrect form will cause a
WebRebootException to be thrown.

The following example shows how the WebReboot nagdnfigured for an internal
network. Only administrators may change the IPresklof the WebReboot:

WebReboot wr = new WebReboot();
wr.connect(*192.168.1.225", “80", “http”);
wr.login(“admin”, “password”);

if (wr.isLoggedin() && wr.isAdmin())

{

wr.changelP(“10.8.0.100");
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